NAMATKA
"O MEPAX BE3OMNACHOI'O UCIOJIb3OBAHUA BAHKOBCKUX KAPT"

CobniogeHne pekomeHpauumn, copgepxawmnxcs B amaTke, No3BonuT obecneynTb MakcMMarnbHYK COXPaHHOCTb
GaHKOBCKOWM KapThbl, ee pekBuanToB, MNMH 1 gpyrMx OgaHHbIX, @ TakKe CHU3UT BO3MOXHbIE PUCKM MPU COBEPLUEHMU
onepawuuii ¢ ucnonb3oBaHMeM GaHKOBCKOW KapTbl B 6aHkomaTe, Npu 6e3HanuM4HON onnarte TOBapoB U YCNyr, B TOM YuUce
Yyepes ceTb VIHTepHeT.

O6wue pekomeHgauumn

1. Hukorga He coobuwavte MNWH TpeTbMm nuuam, B TOM 4ucCre POACTBEHHWKaM, 3HaKOMbIM, COTPYAHWKaM
KpeguTHOM opraHmMsauum, kaccupam u nuuam, nomorarowmm Bam B ncrnonb3oBaHum 6aHKOBCKOM KapTbl.

2. NMNH HeobxoaMMO 3anoOMHUTL UNKU B Cryvae, ecriv 3TO ABNSeTCH 3aTPyAHUTENbHBIM, XPaHUTb ero OTAerNbHO OT
6aHKOBCKOW KapTbl B HEABHOM BUAE U HEAOCTYNHOM ANS TPETbUX NnL, B TOM YMCne POACTBEHHUKOB, MECTe.

3. Hukorga HM npu kakux oBCToATENbCTBaxX He nepepasaviTe H6aHKOBCKYIO KapTy AMS MCMNONb30BaHUS TPeTbUM
nuuam, B TOM 4vucrne poAacTBeHHuKaM. Ecniv Ha 6aHKOBCKOM kapTe HaHeceHbl hamunua u umsa usmdeckoro nuua, To
TOMNbLKO 3TO (PMU3NYECKOE NULO MMEET NpaBo UCNONb3oBaTb BAHKOBCKYIO KapTy.

4. Mpwn nony4eHnn GaHKOBCKOW kapTbl pacnuULLNTECh HA ee OOOPOTHOWM CTOpPOHE B MEecTe, npegHa3HayeHHOM Anis
nognucy aepxatens 6aHKOBCKOWM KapTbl, €CMW 3TO NPeAYyCMOTPEHO. JTO CHU3UT PUCK UCMONb30BaHWA GaHKOBCKOW kapTbl
6e3 Bawero cornacua B cnyyae ee ytpaTbl.

5. byabTe BHMMaTENbHbl K YCMNOBUAM XpaHeHUs W ucnonb3oBaHuA 6aHkoBckoW kapTbl. He nogseprawvite
GaHKOBCKYI0 KapTy MeXaHW4ecKMM, TemnepaTypHbiM W 3MEKTPOMarHUTHbIM BO3OEWCTBMAM, a Takke u3beranTe
nonagaHvs Ha Hee Briarn. BaHKOBCKYO kapTy Henb3s XpaHUTb PSOOM C MOBUMbHBIM TenedoHoM, BbITOBON U OPUCHON
TEXHUKON.

6. TenedoH KpeouTHOW opraHusauun - 3MUTEHTa OGaHKOBCKOW KapTbl (KpeAWTHOW opraHv3auun, BblaaBLUEn
GaHKOBCKYO KapTy) yka3aH Ha 0BOpOTHOWM cTopoHe ©aHKOBCKOW kapTbl. Takke HeobxoauMo Bcerga umeTb npu cebe
KOHTaKTHble TenedOoHbl KpeaMTHOW opraHu3aumm - aMmMTeHTa GaHKOBCKOWM kapTbl U HOMepP GaHKOBCKOWM KapTbl HA OpPYrux
HOCMTENAX WHGOPMAaLUWW: B 3aNMCHON KHWDKKE, MOOMITbHOM TenedoHe u/vnu Apyrux HocuTensix uHpopmauum, HO He
psaoMm ¢ 3anuceto o MNMUH.

7. C uenblo npedoTBpalleHNss HemnpaBOMEpPHbIX OEWCTBUA MO CHATUIO BCEW CyMMbl AEHEXHbIX CpeacTB C
GaHKOBCKOro cyeTa LenecoobpasHO YCTaHOBWUTb CYTOYHbIA NIUMWUT Ha CyMMy onepaumi no GaHKOBCKOM kapTe W
O[HOBPEMEHHO MOAKMIYNTL ANEKTPOHHYIO YCRYyry OnoBeLLUeHUs O MPOBEAEHHbIX onepauusx (Hanpumep, ornoselleHue
nocpeacTsom SMS-coobLyeHuin U nHbIM cnocobom).

8. Mpwu nonyyeHun npocbObl, B TOM 4MCrE€ CO CTOPOHblI COTPYAHUKA KPEeOAWTHOW opraHusauuu, cooblmTb
nepcoHanbHble AaHHble UNN MHGopMaunio o 6aHkoBckon kapTe (B Tom yucne MNMNH) He coobwanTte mx. MNepe3BoHuTe B
KpEeaWTHYI0 OpraHm3auuio - aMUTEHT GaHKOBCKOW KapTbl (KPEAWTHYKO OpraHu3auuvio, BbiAaBLUyt0 GaHKOBCKYH KapTy) v
coobLmTe 0 JaHHOM hakTe.

9. He pekomeHayeTcs oTBeYaTb Ha 3MEKTPOHHbIE NMUCbMA, B KOTOPbIX OT MMEHW KpeOUTHOW opraHusauuun (B TOM
yncne KpeauTHoM opraHM3anmnm - aMuTeHTa 6aHKOBCKONM kapThbl (KPeAWMTHOWM opraHu3aunn, BolaaBLuen 6aHKOBCKYO KapTy))
npegnaraeTca NpeaocTaBUTb NepcoHarnbHble AaHHble. He cnegynte no "ccbinkaM", ykasaHHbIM B MMcbMax (BKrto4vas
CCbIfIKN Ha CanT KpeaUTHOW opraHu3aunm), T.K. OHU MOTYT BECTU Ha CanTbl-OBONHUKMN.

10. B uensix nHpOpMaLMOHHOIO B3aMMOLENCTBUS C KPEQUTHOW opraHuM3auuen - SMUTEHTOM GaHKOBCKOW KapTbl
(KpeouTHOW opraHmMsaumu, BblaaBliel GaHKOBCKyIO KapTy) PeKOMEHAYeTCs UCMONb30BaTb TOMbKO PEKBU3UTLI CPEACTB
CBA3N (MOOUNBbHBIX W CTauMOHapHbIX TenedoHOB, (YAaKCOB, MHTEPaKTMBHbIX Wweb-canTtos/noptanos, OObIMHOM WU
3NEKTPOHHOW NOYTLI U Np.), KOTOPbIE YKadaHbl B AOKYMEHTaX, MNOMyYeHHbIX HENOCpeaCTBEHHO B KPEAUTHOW opraHu3aumnm
- AMUTEHTe GaHKOBCKOW KapThbl.

11. MoMHuTe, YTO B cnyyae packpblTns NMH, nepcoHanbHbIX AaHHbIX, YTpaThl 6AHKOBCKOWN KapThbl CYLLECTBYET pUCK
COBepLUeHNs HernmpaBOMEPHbIX AENCTBUN C AeHEXHbIMU cpeacTBaMn Ha Bawwem 6aHKOBCKOM cyeTe CO CTOPOHbI TPETbUX
nuu.

B cnyyae ecnu nmetotca npeanonoxeHns o packpbitum NMNH, nepcoHanbHbIX A4aHHbIX, NO3BOMSIOWNX COBEPLUNTL
HenpaBoOMepHble [fencTeBuMs ¢ Bawumm 6aHKOBCKMM cYyeToM, a Takke ecnu OaHkoBckas kapTa Oblna yTpadeHa,
HeobXoAMMO HeMedneHHO obpaTUTbCA B KPEOAUTHYK OpraHuMsaumuio - SMUTEHT OaHKOBCKOW KapTbl (KpeauTHYHo
opraHu3aumio, BblaasLLyo 6aHKOBCKYO KapTy) MU CriefoBaTh yKasaHusaM COTPyAHUKa OaHHOW KpeauTHOW opraHusauun. [lo
MOMeHTa obpalleHus B KpeOuUTHYK OpraHu3aumio - aMUTEHT BaHKoBCKOW KapTbl Bbl HeceTe pucK, CBS3aHHbLIN C
HECaHKUMOHNPOBAHHbLIM CNUCaHWEM [EeHEeXHbIX cpeacTB C¢ Bawero 6aHkoBckoro cyeta. Kak npaBwuno, cornacHo
YCnoBusM A0roBopa C KPpeAUTHOW opraHmsaunen - SMUTEHTOM BaHKOBCKOW KapTbl AeHEeXHble CpeACcTBa, CNUCaHHbIe C
Bawero 6GaHkoBckoro cyeta B pesynbTaTe HECaHKUMOHMPOBAHHOIO Mcnornb3oBaHusi Bawern ©aHkoBCKOM kapTbl OO
MOMeEHTa yBeAoMIeHMs 06 3TOM KpeauTHOW opraHm3aLmnm - SMuTeHTa 6aHKOBCKOM KapTbl, HE BO3MELLLATCS.

PekomeHAaauuMu npu coBepLueHMU onepalmin ¢ 6aHKOBCKOM KapTon B 6aHKomaTe

1. OcywecTenanTte onepawymm ¢ UCNoNb3oBaHNEM GaHKOMATOB, YCTAHOBIEHHbIX B 6e30nacHbIX MecTax (Hanpumep,
B roCy[apCTBEHHbIX YYpexaeHusx, nogpasgeneHnax 6aHkoB, KpynHbIX TOProBbIX KOMMEKcax, roCTUHULAax, aspornopTtax
nT.n).

2. He ucnonb3yinte ycTponcTBa, koTopble TpebytoT BBoga MWH gns goctyna B NOMelleHWe, rae pacrnorioXeH
OaHkomar.
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3. B cnyyae ecnu nobnm3octm OT OaHkomata HaxoOaTCs MOCTOPOHHWME nuua, cnegyet BblibpaTb Oonee
noaxoasiiee BpeMs Ars UCNonb3oBaHWs baHkomaTa Unu BOCNob3oBaTbCs ApYruM 6aHKoMaToM.

4. Tlepen wucnonb3oBaHuem 6aHKkoMata OCMOTPUTE €ro Ha HanuuMe [JOMNOSHUTENbHbIX YCTPOUCTB, He
COOTBETCTBYHIOLUMX €r0 KOHCTPYKLMUN U pacnosfioxeHHbIX B MecTe Habopa MNH n B mecte (npopesb), npeaHa3Ha4yeHHOM
Ana npuemMa kapTt (Hanpumep, Hanuuve HepoBHO YCTaHOBMEHHOW knasumatypbl Habopa MWH). B ykasaHHOM cnydae
BO34EPXUTECH OT UCNOMb30BaHNSA Takoro 6aHkomara.

5. B cnyyae ecnu knasuaTypa uUnuM Mecto Ans npueMa kapt GaHkomaTa obopydoBaHbl AOMOMHUTENbHBIMU
YCTPOWCTBaMM, HE COOTBETCTBYIOLLMMW Er0 KOHCTPYKLIMW, BO3AEPXKMUTECH OT UCMONb30BaHMSA GAHKOBCKOW KapThbl B 4aHHOM
B6aHkomMaTe M coobLMTe O CBOMX MOAO3PEHUAX COTPYAHUKaM KPEeAWTHOW opraHu3daumu no TenedoHy, ykazaHHOMY Ha
B6aHkomarTe.

6. He npumeHsiiTe chnsnyeckyto cuny, 4tobbl BCTaBUTb GaHKOBCKYO KapTy B 6aHkomaT. Ecnu GaHKoBckas kapTa He
BCTaBNsAeTCS, BO3OEPXKNUTECH OT UCMOMb30BaHUA Takoro baHkomaTa.

7. HabupaiTte MNH Ttaknm obpasom, 4ToObl Nnioan, Haxogswmecs B HENOCPeACTBEHHON 6n1M30cTi, HE CMOTNN ero
yBugeTb. [pu Habope MNMNH npukpbiBariTe kKnaBnaTypy pykow.

8. B cny4yae ecnun 6aHkomaT paboTaeT HEKOPPEKTHO (Hanpumep, AoNroe BpeMsi HaXOOQUTCS B peXMME OXMaaHus,
CaMONPOU3BOIIbHO MepesarpyaeTcs), crieqyeT oTka3aTbCa OT UCMOMb30BaHUSA Takoro 6aHkomarta, OTMEHUTb TEeKyLLYHo
onepauuto, HaxkaB Ha knasmatype kHonky "OTmeHa", n goxaaTtbcsa Bo3BpaTa 6aHKOBCKOM KapThbl.

9. MNocne nony4YyeHNs HanMU4YHbIX OEHEXHbIX cpeacTB B OaHkoMaTe criegyeT nepecymTatb GaHKHOTbI MOSIUCTHO,
ybeonTbca B TOM, 4YTO OaHKOBCKasa kapTa Oblna Bo3BpalieHa GaHkoOMaToM, OOXOAaTbCA Bblgaun KBUTaAHUMK Npu ee
3anpoce, 3aTeM MonoXnTb UX B CYMKY (KOLLIENeK, KapMaH) U TOMNbKO Nocrie 3Toro oTxoautb oT BaHkomMaTa.

10. CrnegyeT coxpaHATb pacnevataHHble BaHKOMaTOM KBUTaHUUW OMS NOCHenyowen CBEPKN YKa3aHHbIX B HUX
CYMM C BbINUCKOWN MO BaHKOBCKOMY CYETY.

11. He npucnywwmBanTecb K coBeTam TPETbMX WL, a Takke He NPUHUMaNTE UX MOMOLLb Mpu MNpoBeSeHun
onepauuin ¢ 6aHKOBCKON KapTon B GaHkoMaTax.

12. Ecnn npu npoBegeHun onepaumin ¢ 6aHKoBCKoW kapTon B 6aHkomaTe GaHkomaTt He Bo3BpallaeT GaHKOBCKYHO
KapTy, criegyeT MO3BOHUTb B KPEeOWUTHYI OpraHusauuio no TenedgoHy, ykasaHHOMY Ha 6aHkomaTte, U OBbACHUTb
obCcToATENLbCTBA NPOUSOLLIEALLIEro, a Takke crnegyetr obpaTUTbCA B KpeOUTHYK OpraHusauuto - aMUTEHT 6aHKOBCKOM
KapTbl (KpeOuTHYH opraHvM3aumio, BbiAaBLLY OaHKOBCKYHO kapTy), koTopas He Obina Bo3BpalleHa 6aHkoMaToMm, 1 aanee
cnepoBaTb UHCTPYKLMSAM COTPYAHMKA KPeQUTHON opraHm3auunn.

PekomeHagauumn npun ucnofib3oBaHnun 0aHKoBCKOM KapTbl Ans Oe3Hanu4yHoOM onnaTtbl TOBapoB U ycnyr

1. He ucnonb3ynte 6aHKOBCKME KapThl B OpraHM3auusax TOProeniu U yCnyr, He Bbi3blBaloLMX 40OBEPUS.

2. TpebyiiTe npoBefeHus onepaunii ¢ GaHKOBCKOW KapTow Tonbko B Bawewm npucytctBun. 310 HeobGxoaumo B
Lensax CHUXKEHUS pucka HeEMpaBoOMEpPHOro nonyyeHusa Balumx nepcoHanbHbIX AaHHbIX, YKa3daHHbIX Ha GaHKOBCKOM KapTe.

3. lNpun uncnonb3oBaHUM OGaHKOBCKOW KapTbl Afs1 OnnaTbl TOBApoOB W YCMyr Kaccup MOXeT noTpeboBaTb OT
BnagenbLa 6aHKOBCKOW KapThl NpegocTaBuTb NacnopT, nognucaTe Yek unu seectu MNMNH. Mepea Habopom MNMNH cnenyet
yb6eaonTbCca B TOM, UTO NHOAU, HaxoZsALMecsa B HenocpeaCcTBeHHOW GnmM3ocTu, He CMOoryT ero ysuaeTb. lNepen Tem Kak
nognucaTb Yek, B 06a3aTenbHOM Nopsifke NPoBeEpPbTE CYMMY, YKa3aHHYIO Ha Yeke.

4. B cnyyae ecnv npu nonbiTke onnaTtbl GaHKOBCKOW KapToW MMena MecTo "HeycnelwHasa" onepauus, cnegyet
COXpPaHUTb OAWH 3K3EMMNMIAP BbIOAHHOIO TEPMUHANOM Yeka Ans nocnefylowen NpoBEepKM Ha OTCYTCTBME yKasaHHON
onepauun B BbINUCKE N0 BaHKOBCKOMY CYETY.

PekomeHaaumm npu coBepLieHUM onepauum ¢ 6aHKOBCKOM KapTomn Yyepe3 ceTb UHTepHeT

1. He ucnonb3synte NMNH npu 3akase ToBapoB u ycnyr vyepes ceTb NHTEpHET, a Takke No TenedoHy/dakcy.

2. He coobuwaiite nepcoHanbHble AaHHble Unn uHdopmaumio o OGaHKOBCKOW(OM) kapTe (cdeTe) 4vepe3 ceTb
WHTepHeT, Hanpumep MWH, naponu goctyna k pecypcam 6aHka, Cpok efcTBMS GaHKOBCKOWM KapTbl, KPeAUTHbIE NIMMUTHI,
NCTOPUIO onepaLmi, NnepcoHasnbHble JaHHbIE.

3. C uenblo npenoTBpalleHns HeMpaBOMEPHbIX OENCTBUA MO CHATUIO BCEW CYMMbl OEHEXHbIX CPeacTB C
©aHKOBCKOro cyeTa pekoMeHayeTcs sl onnaTthl NOKYMNOK B ceTh MIHTepHEeT Mcnonb3oBaTh OTAENbHYI0 BaHKOBCKYHO KapTy
(Tak HasblBaeMyto BUPTYanbHY0 KapTy) C NpeaenbHbIM IMMUTOM, NpegHa3HaYeHHY0 TONbKO AMsl YKa3aHHOW Lenu 1 He
NO3BOSSAOLLYIO NPOBOANTL C €€ UCNOSNb30BaHNEM OfepaLmm B opraHM3aumnsax TOProsrin 1 ycryr.

4. CneayeT Nonb30BaTbCA UHTEPHET-CaNTaMm TOMNbKO M3BECTHbIX U NPOBEPEHHBIX OpraHM3aLunin TOProBM U YCNYr.

5. ObaszartenbHoO ybeauTech B NpaBUNbHOCTN aapeCcoB MHTEPHET-CAUTOB, K KOTOPbIM NOAKMIOYAETECh M HA KOTOPbIX
cobuvpaeTecb COBEPLUMTbL MOKYMKK, T.K. MOXOXME agpeca MOryT UCMONb30BaTbCs AN OCYLLECTBEHMS HENPaBOMEPHbIX
OEencTBun.

6. PekomeHayeTcss coBepliaTb MOKYMKA TOMbKO CO CBOEr0 KOMMblOTEPAa B  LENsAX COXpaHeHusi
KOHMAEHLMANBbHOCTN NEPCOHanNbHbIX AaHHbIX U (Mnn) nHdopmMaumm o 6aHKOBCKON(OM) kapTe (cyeTe).

B cniyyae ecnu nokynka coBepLlaeTcsa ¢ UCNOMb30BaHNEM YYXXOro KOMMbOTEPA, HE PEKOMEHAYETCA COXPaHATb Ha
HEM MepcoHarnbHble AaHHble U OpYrylo MHGOpMauMio, a nocrne 3aBepLUueHUsi BCceX ornepauuii Hy>XHO ybeamuTbesi, YTO
nepcoHanbHble AaHHble U Apyras MHpopMauna He CoXpaHMnuch (BHOBb 3arpy3mB B bpaysepe web-cTpaHuuy npogasua,
Ha KOTOPOW CoBepLUanunCb NOKYMKK).

7. YCTaHOBUTE Ha CBOW KOMMbIOTEP aHTMBUPYCHOE NporpaMMHOe obecrneveHne U perynsipHo NpOV3BOAUTE €ro
OGHOBMEHNe M OOHOBMEHME ApYrMX ucnonb3yemMblx Bamu nporpamMmmHbIX MNPOAYKTOB (ONepauyoHHON CUCTEMbI U
NpvKNagHbiX Nporpamm), 3T0 MOXeT 3alnTUTb Bac oT NPOHMKHOBEHUS BPEAOHOCHOMO NPOrpamMMHOro obecneyeHust.
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